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Abstract—Phishing attacks have reached record volumes in
recent years. Simultaneously, modern phishing websites are growing in sophistication by employing diverse cloaking techniques
to avoid detection by security infrastructure. In this paper, we
present PhishFarm: a scalable framework for methodically testing
the resilience of anti-phishing entities and browser blacklists to
attackers’ evasion efforts. We use PhishFarm to deploy 2,380
live phishing sites (on new, unique, and previously-unseen .com
domains) each using one of six different HTTP request filters
based on real phishing kits. We reported subsets of these sites
to 10 distinct anti-phishing entities and measured both the
occurrence and timeliness of native blacklisting in major web
browsers to gauge the effectiveness of protection ultimately
extended to victim users and organizations. Our experiments
revealed shortcomings in current infrastructure, which allows
some phishing sites to go unnoticed by the security community
while remaining accessible to victims. We found that simple
cloaking techniques representative of real-world attacks— including those based on geolocation, device type, or JavaScript—
were effective in reducing the likelihood of blacklisting by over
55% on average. We also discovered that blacklisting did not
function as intended in popular mobile browsers (Chrome, Safari,
and Firefox), which left users of these browsers particularly
vulnerable to phishing attacks. Following disclosure of our
findings, anti-phishing entities are now better able to detect and
mitigate several cloaking techniques (including those that target
mobile users), and blacklisting has also become more consistent
between desktop and mobile platforms— but work remains to
be done by anti-phishing entities to ensure users are adequately
protected. Our PhishFarm framework is designed for continuous
monitoring of the ecosystem and can be extended to test future
state-of-the-art evasion techniques used by malicious websites.

I. I NTRODUCTION
Phishing has maintained record-shattering levels of volume
in recent years [1] and continues to be a major threat to today’s
Internet users. In 2018, as many as 113,000 unique monthly
phishing attacks were reported to the APWG [2]. Beyond damaging well-known brands and compromising victims’ identities, financials, and accounts, cybercriminals annually inflict
millions of dollars of indirect damage due to the necessity
of an expansive anti-abuse ecosystem which serves to protect
the targeted companies and consumers [3]. With an everincreasing number of Internet users and services— in particular on mobile devices [4]— the feasibility of social engineering
on a large scale is also increasing. Given the potential for

lucrative data, phishers are engaged in a tireless cat-andmouse game with the ecosystem and seek to stay a step ahead
of mitigation efforts to maximize the effectiveness of their
attacks. Although new phishing attack vectors are emerging
(e.g. via social media as a distribution channel [5]), malicious
actors still primarily deploy “classic” phishing websites [2].
These malicious sites are ultimately accessed by victim users
who are tricked into revealing sensitive information.
Today’s major web browsers, both on desktop and mobile
platforms, natively incorporate anti-phishing blacklists and
display prominent warnings when a user attempts to visit a
known malicious site. Due to their ubiquity, blacklists are
a user’s main and at times only technical line of defense
against phishing. Unfortunately, blacklists suffer from a key
weakness: they are inherently reactive [6]. Thus, a malicious website will generally not be blocked until its nature
is verified by the blacklist operator. Phishing sites actively
exploit this weakness by leveraging cloaking techniques [7] to
avoid or delay detection by blacklist crawlers. Cloaking has
only recently been scrutinized in the context of phishing [8];
to date, there have been no formal studies of the impact
of cloaking on blacklisting effectiveness (despite numerous
empirical analyses of blacklists in general). This shortcoming
is important to address, as cybercriminals could potentially be
causing ongoing damage without the ecosystem’s knowledge.
In this paper, we carry out a carefully-controlled experiment
to evaluate how 10 different anti-phishing entities respond
to reports of phishing sites that employ cloaking techniques
representative of real-world attacks. We measure how this
cloaking impacts the effectiveness (i.e. site coverage and
timeliness) of native blacklisting across major desktop and
mobile browsers. We performed preliminary tests in mid-2017,
disclosed our findings to key entities (including Google Safe
Browsing, Microsoft, browser vendors, and the APWG), and
conducted a full-scale retest in mid-2018. Uniquely and unlike
prior work, we created our own (innocuous) PayPal-branded
phishing websites (with permission) to minimize confounding
effects and allow for an unprecedented degree of control.
Our work reveals several shortcomings within the antiphishing ecosystem and underscores the importance of robust,
ever-evolving anti-phishing defenses with good data sharing.
Through our experiments, we found that cloaking can prevent
browser blacklists from adequately protecting users by signif-

