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Team Introduction



When is a bug not a bug?
Behavior: Ability to change content of any page on a website.

Is it a bug?
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Active Research Area… For Web Applications



As code moves more and more to memory-safe languages (ala TRACTOR and 
advanced LLMs), traditional (memory) bugs are not possible.

But logic bugs are!

Example.
In 2025, Ubuntu switched from the C-based coreutils to the rust-based uutils…
… and had them audited, resulting in 44 CVEs in April 2026.

But now we’re done?

Why Logic Bugs?
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We’ll write secure Rust!

We’ll audit code as we port it!

There’s not that much code to port anyways.

LLMs will write secure Rust!





ASU ran an 
experiment, giving 
every employee 
infinite Codex 
usage…





SafeLibs: Translating All C (load bearing libraries) To Rust
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SafeLibs: Translating All C (load bearing libraries) To Rust

Rust!!!

ChatGPT, port everything to 
Rust. Make no error logic bug.

C
CVEs

TESTs



Key Insight
Application context is key.

Similar software shares similar intent.

LLMs contain world knowledge that can help identify expected behaviors.

Synthesize invariants that must hold in the system.
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Test Target
Bluetooth Authorization.

Intent Communication.

Inter-process Communication.

Permission Control.

Unexpected Directory Traversal.

… and more



Ground Truth—Android and Open Harmony
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Can LLMs find Logic Bugs?
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Remember SafeLibs?
Rust reimplementation re-introduced several logic bugs!
libgcrypt — CVE-2024-2236  — RSA PKCS#1 v1.5 Bleichenbacher oracle                                                                                           

libgcrypt — CVE-2018-6829  — ElGamal m=0 leaks b=0

libxml    — CVE-2024-40896 — XInclude file:// XXE under default parser flags                                                                                   

libtiff   — CVE-2023-6277  — StripByteCounts vec![0u8; N] aborts on OOM                                                                                        

libtiff   — CVE-2017-12944 — XMLPacket count vec![0u8; N] aborts on OOM                                                                                       

libtiff   — CVE-2018-5784  — StripOffsets count vec![0u8; N] aborts on OOM

libvips   — CVE-2026-3146  — Matrix loader Vec::with_capacity(2^60) aborts

libpng    — CVE-2014-0333  — Progressive reader never fires end_cb on zero-length IDAT

libjson   — CVE-2013-6371  — PERLLIKE hash collisions → 260× DoS (opt-in)

libc6     — CVE-2010-4051  — regcomp bounded-repetition unvalidated → OOM

libc6     — CVE-2010-4756  — glob unmatched-pattern exponential walk
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OpenHarmony Results
Of the 56 DLVs that were human analyzed, Intention extractor correctly extracted 16 
invariants.

9 verified via dynamic analysis.

2 verified via static analysis.



DEMO
End-to-end independent discovery of a known DLV in OpenHarmony.

Input is the OpenHarmony module. 

Output is invariant, and who to trigger a violation of that invariant. 



File to Reboot?
Extracted Invariant from OpenHarmony source code:
Every caller of musb_regdump_show must either:
   have DEBUGFS_ROOT permission
   or be a system component.

This invariant was synthesized into a runtime check into musb_regdump_show.

Fuzzing found an input that triggered the invariant.



Lessons Learned
LLMs are capable of extracting invariants from code.

Not every logic bug is exploitable… yet copy.fail shows that they might.

As LLMs get better at implementing and reimplementing systems, they clearly are 
introducing logic bugs. 



Final Priorities
Extending evaluation to other parts of OpenHarmony (prior focus on DLVs).

Integration in UTE (confirmed that current UTE is flexible enough to support most 
invariants). 

Apply system to Android (easy lift, nothing is Open Harmony specific).



Live Long and Prosper… Free of Logic Bugs


