
VULCAN: Vulnerable Logic Discovered 
with Automated Intent Analysis

Arizona State University
INGOTS Hackathon

5/7/26



Team Introduction



When is a bug not a bug?
Behavior: Ability to change content of any page on a website.

Is it a bug?
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Active Research Area… For Web Applications



As code moves more and more to memory-safe languages (ala TRACTOR and 
advanced LLMs), traditional (memory) bugs are not possible.

But logic bugs are!

Example.
In 2025, Ubuntu switched from the C-based coreutils to the rust-based uutils…
… and had them audited, resulting in 44 CVEs in April 2026.

But now we’re done?

Why Logic Bugs?
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We’ll write secure Rust!

We’ll audit code as we port it!

There’s not that much code to port anyways.

LLMs will write secure Rust!





ASU ran an 
experiment, giving 
every employee 
infinite Codex 
usage…





SafeLibs: Translating All C (load bearing libraries) To Rust
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SafeLibs: Translating All C (load bearing libraries) To Rust

Rust!!!

ChatGPT, port everything to 
Rust. Make no error logic bug.

C
CVEs

TESTs



Key Insight
Application context is key.

Similar software shares similar intent.

LLMs contain world knowledge that can help identify expected behaviors.

Synthesize invariants that must hold in the system.
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Test Target
Bluetooth Authorization.

Intent Communication.

Inter-process Communication.

Permission Control.

Unexpected Directory Traversal.

… and more



Ground Truth—Android and Open Harmony



UTE—Universal Theory of Exploitation
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Pure LLM Vulnerability Discovery

Bug Finding PoC Creation Patching



Can LLMs find Logic Bugs?



Target



Logic Bugs in XNU
Analysis found many bugs, still reporting / triaging.

Severity varies (many latent bugs).

No copy.fail (yet).



Double chroot double the fun?
XNU xnu-12377.101.15 change added support for chroot inside chroot:

/*

 * If the process is already running with an altered root directory, then
 * the process's current directory is changed to the same new root
 * directory.
 */

However, threads have a cwd in addition to the process, and that is used when 
opening files…



Hands Off My MAC
The MAC (Mandatory Access Control) framework in XNU is a kernel-level policy plug-in system 
that allows kernel extensions to control access.

Two functions use MAC_PERFORM(...) macro instead of MAC_CHECK(...).

MAC_PERFORM does not set error…

if ((error = mac_vnode_check_dataprotect_set(ctx, vp,
                                             &dataprotect_class))) {
    vnode_put(vp);
     goto outdrop;
 }



An Immovable Right Meets a Logic Bug
Mach part of XNU using Mach Messages to do IPC. (Much more complex than fds.)

IPC_MOVE_POLICY_NEVER is documented as a hard invariant where a receive 
right cannot be moved. 

But this can be bypassed by arming port‑destroyed while movable, then mark 
immovable via the guard path, and the kernel ships the receive right to the 
notification receiver!



Logic Bugs as Weird Machine Instructions
One their own, none of these bugs directly seem to have a security impact.

The system enters a weird program state (logical invariants are violated), could be 
chained and lead to future vulnerabilities.

This was the case for copy.fail, in which three bugs with seemingly no security 
impact came together for an epic vulnerability…



Why Two Approaches?
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Short-term vs. Long-term
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Remember SafeLibs?
Rust reimplementation re-introduced several logic bugs!
libgcrypt — CVE-2024-2236  — RSA PKCS#1 v1.5 Bleichenbacher oracle                                                                                           

libgcrypt — CVE-2018-6829  — ElGamal m=0 leaks b=0

libxml    — CVE-2024-40896 — XInclude file:// XXE under default parser flags                                                                                   

libtiff   — CVE-2023-6277  — StripByteCounts vec![0u8; N] aborts on OOM                                                                                        

libtiff   — CVE-2017-12944 — XMLPacket count vec![0u8; N] aborts on OOM                                                                                       

libtiff   — CVE-2018-5784  — StripOffsets count vec![0u8; N] aborts on OOM

libvips   — CVE-2026-3146  — Matrix loader Vec::with_capacity(2^60) aborts

libpng    — CVE-2014-0333  — Progressive reader never fires end_cb on zero-length IDAT

libjson   — CVE-2013-6371  — PERLLIKE hash collisions → 260× DoS (opt-in)

libc6     — CVE-2010-4051  — regcomp bounded-repetition unvalidated → OOM

libc6     — CVE-2010-4756  — glob unmatched-pattern exponential walk
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Live Long and Prosper… Free of Logic Bugs


