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Team Introduction



When is a bug not a bug?
Behavior: Ability to change content of any page on a website.

Is it a bug?
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Active Research Area… For Web Applications



Key Insight
Application context is key.

Similar software shares similar intent.

LLMs contain world knowledge that can help identify expected behaviors.

Synthesize invariants that must hold in the system.
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Test Target
Bluetooth Authorization.

Intent Communication.

Inter-process Communication.

Permission Control.

Unexpected Directory Traversal.

… and more



Thrust 1—Intent Recovery
Goal. Extract target-specific intent of a given target.

Risks. Extracted intents are (1) too general, or (2) cannot be synthesized. LLMs are 
unable to synthesize intents.

Mitigations. Extract using different variants of the target; Resort to human experts.

Deliverables. Techniques that can recover intents with preliminary intent 
specification and examples.



Thrust 2—Target‑Specific Security Invariant Synthesis
Goal. Automatically synthesize target-specific, run-time machine-verifiable security 
invariants that Thrust 1 generates.

Risks. Some intents cannot be synthesized into invariants; Certain types of 
invariants may be too costly to verify during runtime.

Mitigations. Co-development of an invariant language for synthesizing invariants 
from intents; Developing novel sanitizers using new hardware features on AArch64.

Deliverables. Technique that synthesize invariants to run-time monitors and 
sanitizers.



Thrust 3—Counterexample Synthesis and Triage
Goal. Automatically find counterexamples that violate 
the synthesized invariants.

Risks. Dynamic analysis techniques for Android are 
hard to use. Symbolic execution does not scale. 
Difficulty in collecting traces.

Mitigations. Apply Java-based fuzzers. Develop 
scalable symbolic execution techniques.

Deliverables. Dynamic and static analysis techniques to 
identify inputs that violate invariants.

This input is… 
illogical



Thrust 4—Weird‑Machine Instruction Modeling and Program Synthesis

Goal. Lift and abstract the target-specific security invariants into a weird machine 
instruction, and combine them with other weird machine instructions and 
synthesize a weird machine program.

Risks. Unable to express security invariants in UTE.

Mitigations. Model primitives of security invariants and express security invariants 
as combinations of these primitives.

Deliverables. Language to describe target-specific security invariants in the context 
of weird machines, and UTE models for target-specific security invariants.



Success Criteria
Each aspect of the system has different criteria for success, in this way we will know we are progressing.

Metrics

● Explainability of intent.
● Explainability of Bug and bug classes.
● Applicability of bug classes.
● Cost of resources: machine, human, and AI.

Success Criteria

● Month 6: One logic bug class, one Android component.
● Month 12: Two logic bug classes, three Android components.

All the logic bugs will be ingested by UTE.



Schedule



Live Long and Prosper… Free of Logic Bugs


